Background: the \'Internet of Things\' (and people)
===================================================

In a major review article published in December 2011, Kamel Boulos et al. \[[@B1]\] describe and discuss in great detail an \'Internet-connected web of citizens (people) and electronic sensors/devices (things)\' that can serve many functions related to public and environmental health surveillance and crisis management applications. Subsequent articles and conference slides by Kamel Boulos \[[@B2]-[@B4]\] provide additional human health-related examples of applications harnessing the power of Internet-connected people and things, e.g., community-led air quality monitoring around the globe using the \'Air Quality Egg\' sensor system \[[@B5]\] and crowdsourced noise pollution monitoring by citizens using a special app running on their smartphones \[[@B6],[@B7]\].

Ashton \[[@B8]\] was probably the first person to coin the phrase-term \'Internet of Things\' (IoT) back in 1999 to describe this vision (now reality) of Internet-connected sensors, devices and citizens. Ashton\'s phrase-term later made the title of a *Scientific American* article by Gershenfeld et al. \[[@B9]\] published in October 2004, and more recently the title of a short column by Skiba \[[@B10]\] that appeared in the January/February 2013 issue of *Nursing Education Perspectives*, among very many other publications today on the subject of IoT.

IoT-powered smart cities of the 21st century: promises and challenges
=====================================================================

As the Internet and other relevant technologies continued to develop and mature over the first decade of the 21st century, a number of solutions from market giants such as Cisco \[[@B11],[@B12]\], IBM \[[@B13],[@B14]\] and others emerged that made IoT a feasible option for a good number of modern cities and metropolises today. Indeed, IoT is often perceived as a major enabler for the \'smart cities\' of the present and future \[[@B15]\]. IoT-powered smart cities aim at improving the quality of life of their populations in a variety of ways, including through measures that promote eco-friendly, sustainable environments and the delivery of \'connected health/care\' services to citizens at home and on the move.

Fitbit \[[@B16]\] and other Internet-connected, gamified (i.e., with game-like features) fitness gadgets and apps \[[@B17]\] are good examples of this \'connected health/care\' vision realised through IoT technology. Modern telehealthcare services also belong to the same \'connected health/care\' paradigm, as pioneered, for example, in the CAALYX EU-funded research project series (Complete Ambient Assisted Living Experiment - \[[@B18]\]) and in other related research projects and commercial solutions featuring wearable wireless health sensors. The latter can take the form of \'smart garments/vests\' with specialised conductive areas functioning, for example, as an axillary body temperature sensor or heart rate/ECG (electrocardiogram) electrodes that wirelessly relay their measurements to remote servers over the Internet \[[@B19]\]. However, the deployment of such telehealthcare solutions on a large city or country-wide scale is still facing many challenges as of 2014 \[[@B20]\].

IoT-driven services generate big amounts of real-time data (not all of which are trustworthy and reliable), and often have associated privacy and security implications \[[@B1],[@B21]\]. Besides the need to properly justify and plan the large investments in IoT solutions (by carrying out extensive impact, risk and cost-benefit assessments, which are not trivial tasks), other challenges facing smart cities and smart-cities-to-be include how to make sense and best use of such \'big data\', while preserving citizens\' privacy and data security. Cities can only be really \'smart\' if they have in place the necessary intelligent, robust and reliable functions to integrate and synthesise these big data and filter out any unwanted \'noise\' for the purpose of improving city efficiency, equity, sustainability and quality of life \[[@B21]\].

The topic of \'smart cities\' is among the hottest emerging research and business themes of the 21st century. Acknowledging its importance, University College London (UCL) launched its MSc and MRes in Smart Cities in 2014 \[[@B22]\]. In a keynote presentation at the 2014 Consumer Electronics Show in Las Vegas, Cisco CEO John Chambers estimated the opportunity for IoT in the private and public sectors combined to be around US \$19 trillion over the next decade \[[@B23],[@B24]\]. He described how IoT in hyperconnected cities could, for example, transform the retail industry through smart shopping carts and virtual concierges, reduce city energy costs for streetlights, revolutionise city waste management through connected garbage bins, and change the way cities handle parking through a real-time parking finder communicating with connected parking spots \[[@B23]\].

Examples of smart cities and of IoT-driven smart city applications and services
===============================================================================

Examples of hyperconnected smart cities are given in \[[@B25]\] and include Masdar in United Arab Emirates, Songdo in South Korea, over a dozen of cities in China, and many more cities in Europe (see also \[[@B26]\] and the SmartSantander project \[[@B27]\]) and the rest of the world. In the UK, Bristol City Council is developing a smart city service within the SPHERE project (Sensor Platform for HEalthcare in a Residential Environment, 2013-2018) to monitor the health and well-being of people living at home \[[@B28],[@B29]\]. Bristol also has a more extensive smart city agenda that goes beyond home telehealthcare services \[[@B30]\]. Moving north, Glasgow (Scotland) is similarly running an ambitious £24 million (GBP) programme to demonstrate how technology can make life in the city smarter, safer and more sustainable \[[@B31]\].

Love Clean Streets \[[@B32]\] is a UK app that enables Internet-connected citizens to use their mobile phones\' built-in GPS (Global Positioning System) and camera to document and directly report to their local authorities any environmental or neighbourhood issues or crimes they might come across while travelling in the city. Users can later visit the Love Clean Streets Web site to review the progress of their reports. City councils across the UK are responding very well and promptly to citizens\' reports filed via the Love Clean Streets mobile app, which is a good example of the active engagement and participation of members of the general public in the day-to-day running and maintenance of their own cities.

Barcelona (Spain) and the \'Internet of Everything\'
----------------------------------------------------

Cisco calls its own \"version\" of IoT the \'Internet of Everything\' \[[@B12],[@B33],[@B34]\]. Barcelona, the capital city of the autonomous community of Catalonia in Spain \[[@B35]\], teamed up with Cisco to deploy city-wide IoT systems and services to better serve its citizens and visitors \[[@B36]-[@B39]\]. The \'Internet of Everything\' acts as the backbone around which technological initiatives are being undertaken in Barcelona, rather than doing projects in silo \[[@B23]\]. A 500 Km long underground fibre network is being installed progressively as the city carries out routine maintenance to its roads and other underground services, which helps reduce installation costs significantly \[[@B39]\].

Barcelona\'s smart bus stops are connected to the city\'s fibre network. They display real time bus timetables, tourist information and digital advertising, offer USB (Universal Serial Bus) charging sockets for mobile devices such as smartphones and tablets, and act as free WiFi hotspots, allowing people to connect to the Internet using their mobile devices while waiting for a bus \[[@B36],[@B39]\]. The city\'s smart parking spots are also connected to Barcelona\'s WiFi network. They detect the presence of cars through a combination of light and metal detectors, but do not currently work with motorcycles. Online searching and payment for the smart parking spots is possible using dedicated smartphone apps \[[@B34],[@B36],[@B39]\].

A city-wide network of sensors provides real-time valuable information on the flow of citizens, noise and other forms of environmental pollution, as well as traffic and weather conditions. This enables the local authorities to streamline city operations including better environmental management, reduce costs, and improve economic, social and environmental sustainability. Barcelona\'s highly-energy-efficient streetlights are connected to the city\'s underground fibre network. They have been fitted with multiple features including CCTV (closed-circuit television), air quality monitoring sensors and WiFi, and are capable of dynamically managing the level of lighting depending on surrounding conditions to save energy (e.g., dim lights when no motion or pedestrians are detected in the street) \[[@B36],[@B39]\].

Barcelona\'s wirelessly-connected garbage bins are fitted with sensors that monitor trash levels (future versions of the sensors are expected to also detect the presence of hazardous materials that might be dumped in the bin). The data reach the city council\'s team in charge, enabling the team to plan the optimal routes for garbage collection, update garbage truck drivers in real time regarding which routes to take, and in this way optimise productivity and reduce waste management service costs \[[@B36],[@B39]\].

According to Antoni Vives, Barcelona\'s Deputy Mayor for Urban Habitat, the main rationale behind his city\'s embracement of IoT is to improve the quality of life of people. Thanks to IoT, the city was able to make big savings in areas such as smart water (savings of €42.5 million \[US \$58 million\] a year) and lighting and parking management (increased revenues of parking fees by 33% or €36.5 million \[US \$50 million\]), besides creating 47,000 new jobs related to the smart city developments in Barcelona \[[@B23]\]. In a video interview posted online in November 2013, Antoni Vives proceeds to describe his ultimate vision of a smarter Barcelona in ten years\' time as \"*a city of culture, creativity, knowledge but mainly fairness and well-being; a place where people live near where they work; a city self-sufficient in energy; a zero emission city and a city hyperconnected to the world*\" \[[@B38]\].

The WHO Healthy Cities programme
================================

Smart cities include important ingredients for a healthier environment and for improved quality of life and well-being of city dwellers. This echoes in a strong way the mission of the WHO (World Health Organization) Healthy Cities project, which started in 1987 (Phase I) and is currently, as of 2014, in Phase VI \[[@B40]\]. The WHO defines a \'healthy city\' as one that is continually creating and improving those physical and social environments and expanding those community resources which enable people to mutually support each other in performing all the functions of life and in developing to their maximum potential \[[@B41]\].

The WHO Healthy Cities programme \[[@B42]\] is a long-term international development initiative that aims to place health high on the agendas of decision makers, and to promote comprehensive local strategies for health protection and sustainable development. Basic features include community participation and empowerment, intersectoral partnerships and participant equity.

As part of this global programme, about 90 cities are members of the WHO European Healthy Cities Network, and 30 national Healthy Cities networks across the WHO European Region have more than 1400 cities and towns as members \[[@B40]\]. The primary goal of the WHO European Healthy Cities Network is to put health high on the social, economic and political priorities of city governments. Health should be the business of all sectors, and local governments are in a unique leadership position, with power to protect and promote their citizens\' health and well-being.

The Healthy Cities movement promotes comprehensive and systematic policy and planning for health, emphasising and addressing the need to address inequality in health and urban poverty; the needs of vulnerable groups; participatory governance; and the social, economic and environmental determinants of health. A multi-sectoral approach offers good basis for policy and action, as health is considered an outcome of multiple inputs form different sectors. These include the economic, education, cultural, environmental, social, industrial and public services sectors.

With the emergence of the \'information society\', the smart cities concept started to become a reality, as more cities of the world in general and in Europe in particular realised that to become healthier they have to go digital. \'Digital economy\', \'information economy\' and \'knowledge society\' all began to be recognised as integral concepts and components of city planning and sustainable development. Smart cities share common characteristics as they move from focusing their investment on traditional, physical infrastructure to more emphasis on digital infrastructure, including information and communications technology (ICT) to support the knowledge economy.

Moving the society to become more connected, networked and data driven is the cornerstone in health cities. City mayors, policy makers and planners, in their effort to create smart and healthy cities, tend to depend more on information infrastructure to keep their citizens more informed, engaged and empowered. The same digital infrastructure enables citizens to actively contribute to, and become part of the drive for sustainable development, as well as to self-manage their own health and well-being to live longer and healthier.

Digital health using smart cards is just one example of how citizens can be empowered to take care of their own health and play an active role in their own healthcare schemes. They are empowered to take decisions through better access to quality health information. Digital health has allowed for patients to stay less in hospitals and more at home, thanks to monitoring sensors and devices, transmitting alerts and other relevant data over mobile networks and the Internet.

Discussion and conclusions
==========================

Innovation for sustainability
-----------------------------

In a 2011 TED Talk entitled \'The surprising math of cities and corporations\', Geoffrey West, a British theoretical physicist and former President and Distinguished Professor of the Santa Fe Institute in the United States, puts forward \'innovation\' as the key to avoiding collapse and promoting sustainability of large cities and their infrastructures (see \[[@B43]\] at time position 15:03). IoT for cities can be regarded as a (or the) major innovation in this respect.

According to Roberto Saracco, Chair of IEEE\'s (Institute of Electrical and Electronics Engineers) Future Directions Committee and EIT ICT Labs Italian Node Director, \"*the city of the future will be self-aware, much like a being*\" \[[@B44]\]. It will be able to dynamically reconfigure itself, based on what is currently happening and what can be predicted to occur in the future. Saracco describes two versions of cities: one made of atoms (humans, vehicles, buildings, etc.) and a mirror version made of bits. The two versions are connected to one another via sensors \[[@B44]\].

The need to engage and raise the awareness of all stakeholders
--------------------------------------------------------------

However, for any city to realise the full potential of IoT for cities, it will have to involve and engage its stakeholders from a very early stage (city officials at all levels, as well as citizens), and to secure their support by raising their awareness and educating them about smart city technologies, the associated benefits, and the likely challenges that will need to be overcome (such as privacy issues \[[@B45]\]). The IEEE, the world\'s largest not-for-profit professional association for the advancement of technology, is already helping and playing an important role in this respect through its \'IEEE Urbanization Challenge\' activities \[[@B46]\].

The risks exist at the interfaces: the role of standards
--------------------------------------------------------

IoT-powered smart cities rely on a growing number of sub-technologies and subsystems (devices, appliances, buildings, vehicles, component services, etc.) that need to be seamlessly interconnected and interfaced with one another in real time. (See, for example, the emerging EU \'connected cars\' vision and standards, which have the potential of reducing traffic bottlenecks and road traffic accidents, in addition to improving ambulance response times \[[@B47],[@B48]\]).

ICT projects prone to failure are commonly complex systems made up of a large number of different subsystems that are all supposed to tie well and work together. While this seems to offer the opportunity for the most (integration) benefits, it seems to create the most (interfacing) problems. When one is trying to integrate lots of different subsystems, one is going to face and have to deal with interface risks \[[@B49]\]. Standards are key to mitigating the latter.

The World Health Assembly resolution on standardisation and interoperability (May 2013) makes it clear in its preamble that \"*the secure, effective and timely transmission of personal data or population data across information systems requires adherence to standards on health data and related technology*\" \[[@B50]\].

Besides IEEE\'s efforts and standards in this domain (such as IEEE 802.15.4 standard for low-rate wireless personal area networks \[LR-WPANs\]), as well as those by ISO\--International Organization for Standardization/IEC\--the International Electrotechnical Commission (such as ISO/IEC 18092 standard for Near Field Communication \[NFC\], one of IoT\'s important technologies \[[@B51]\]), the Open Geospatial Consortium (OGC) is sponsoring many complementary activities in relation to the geospatial aspects of, and standards for, IoT \[[@B1],[@B52]\].

Pairing big and small data
--------------------------

Much of the \'big data\' generated by IoT sensors, devices, systems and services are geo-tagged or geo-located (location gives important context \[where\], as well as being an essential piece of information to know when responding to events/deploying appropriate actions). The importance of having robust, intelligent geospatial analytics systems in place to process and make sense of such data in real time cannot be overestimated \[[@B53],[@B54]\]. This applies to all aspects of city life, including the health of its citizens. Indeed, health is geospatial, and if we can see trends spatially, we can monitor (and improve) population and individuals\' health \[[@B55]\]. But \'big data\' methods can only be truly useful if they are paired with traditional forms of information collection, or what some researchers call \'small data\' \[[@B56],[@B57]\].

IoT for healthier cities
------------------------

The Internet of Things is rapidly gaining a central place as key enabler of the smarter cities of today and the future. Such cities also stand better chances of becoming healthier cities. The WHO and associated national Healthy Cities networks have hundreds of member cities around the world that could benefit from, and harness the power of, IoT to improve the health and well-being of their local populations. As we were wrapping up this article in March 2014, the UK government announced it will spend an extra £45 million (GBP) on developing IoT technologies \[[@B58]\], which is refreshing to hear and shows the importance of these technologies for modern cities and economies.
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